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FOREWORD 

 

The intent of Design Standards is to specify requirements that assure effective design and delivery of fit for purpose 
Water Corporation infrastructure assets for best whole-of-life value with least risk to Corporation service standards 
and safety. Design standards are also intended to promote uniformity of approach by asset designers, drafters and 
constructors to the design, construction, commissioning and delivery of water infrastructure and to the 
compatibility of new infrastructure with existing like infrastructure. 

Design Standards draw on the asset design, management and field operational experience gained and documented 
by the Corporation and by the water industry generally over time. They are intended for application by Corporation 
staff, designers, constructors and land developers to the planning, design, construction and commissioning of 
Corporation infrastructure including water services provided by land developers for takeover by the Corporation. 

Nothing in this Design Standard diminishes the responsibility of designers and constructors for applying the 
requirements of WA OSH Regulations 1996 (Division 12, Construction Industry – consultation on hazards and 
safety management) to the delivery of Corporation assets. Information on these statutory requirements may be 
viewed at the following web site location:  

https://www.legislation.wa.gov.au/legislation/statutes.nsf/law_s4665.html 

Enquiries relating to the technical content of a Design Standard shall be directed to the Principal SCADA Engineer, 
Operation Technology. Future design standard changes, if any, will be issued to registered design standard users 
as and when published. 

 

 

 

 

Head of Operational Technology 

 

This document is prepared without the assumption of a duty of care by the Water Corporation.  The document is 
not intended to be nor should it be relied on as a substitute for professional engineering design expertise or any 
other professional advice. 

It is the responsibility of the user to ensure they are using the current version of this document. 

 

© Copyright – Water Corporation: This standard and software is copyright.  With the exception of use permitted 
by the Copyright Act 1968, no part may be reproduced without the written permission of the Water Corporation. 

  

https://www.legislation.wa.gov.au/legislation/statutes.nsf/law_s4665.html
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DISCLAIMER 

 

Water Corporation accepts no liability for any loss or damage that arises from anything in the 
Standards/Specifications including any loss or damage that may arise due to the errors and omissions of any person. 
Any person or entity which relies upon the Standards/Specifications from the Water Corporation website does so at 
their own risk and without any right of recourse to the Water Corporation, including, but not limited to, using the 
Standards/Specification for works other than for or on behalf of the Water Corporation. 

  

The Water Corporation shall not be responsible, nor liable, to any person or entity for any loss or damage suffered 
as a consequence of the unlawful use of, or reference to, the Standards/Specifications, including but not limited to 
the use of any part of the Standards/Specification without first obtaining prior express written permission from the 
CEO of the Water Corporation. 

  

Any interpretation of anything in the Standards/Specifications that deviates from specific Water Corporation Project 
requirements must be referred to, and resolved by, reference to and for determination by the Water Corporation’s 
Project Manager and/or designer for that particular Project. 
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REVISION STATUS 

The revision status of this standard is shown section by section below: 
REVISION STATUS 

SECT. VER./REV. DATE PAGES 
REVISED 

REVISION DESCRIPTION 
(Section, Clause, Sub-Clause) RVWD. APRV. 

All 3/0 30/05/21 All Major revision – format revised CM JGB 
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1 Introduction 
1.1 Purpose 

The purpose of this standard is to clarify the SCADA design process so that SCADA design outputs are 
consistent and meet Corporation requirements. 

The Corporation’s general process requirements for design are described in the Corporation’s 
Engineering Design Manual and associated documentation available from the Engineering web site. 

This standard supplements the Engineering Design Manual and is specific to the design of SCADA 
works. This standard shall be read in conjunction with the Engineering Design Manual. Any designer 
who is unable to access the Engineering Design Manual can obtain a copy by sending a request to 
engineering.standardsenquiries@watercorporation.com.au. 

This design standard does not address all of the issues that will need to be considered by the designer 
with respect to a particular installation and reference will need to be made to the Engineering Design 
Manual. Due to the specific nature of SCADA design, apparent conflict may occur between the 
requirements of this standard and those of the Engineering Design Manual. In this event, unless 
otherwise stated, this standard shall take precedence. 

1.2 Scope 
This standard covers the preparation of the design of the instrumentation, control and monitoring 
requirements of any Water Corporation project. This includes the local plant/site automation and control 
as well as the telemetry, remote monitoring/control and data historian. 

This standard does not cover electrical installations. Please consult the DS20 suite of standards for 
information regarding design requirements for electrical installations.  

The design requirements covered by this standard apply to the instrumentation and control aspects of all 
designs as defined in the Water Corporation’s Engineering Design Manual. 

1.3 References 
Reference shall be made to the following documents: 

Design Standards: 

• DS20 Design Process for Electrical Works 

• DS24 Electrical Drafting 

• DS80 WCX CAD Standard 

• DS81 Process Engineering  

• DS40-01 Control Philosophy 

• DS40-04 I/O Lists 

• DS40-05 Scheme Control 

• DS 40-07 Electrically Actuated Valve Control 

• DS 40-08 - Standard for the Control of Chemical Dosing 

• DS 40-09 - Field Instrumentation 

• DS42-01 VSAT Installation  
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• DS42-02 SCADA Radio Network Design Standard 

• DS42-03 Scheme SCADA Equipment and Installation 

• DS42-04 Communications Power Supply. 

• DS43-04 Profibus DP and PA Network Design and Installation 

• DS 42-05 SCADA 4G Link Design and Measurements 

• DS 43-04 Profinet and Profibus Network Design and Installation 

• DS 43-05 IP Network Design 

• DS 43-06 Fibre optic network design and installation 

Standard Designs: 

• See Section 2 

Forms: 

• F41-01 LTM PTM Request Requirements Form 

• F40-01 SCADA Requirements for New/Additional Sewage Pumping Stations 

Work Instructions: 

• WI42-01 UHF and SS Measurements 

• WI42-02 NextG Measurements 

• WI 42-03 Solar Power Design Standalone Photovoltaic Panels with Batteries 

Templates: 

• T40-02 Functional and Control Description Template 

• T40-03 Typical Instrumentation Data Sheets 

• T42-01 UHF & SS Design Sheet Template 

• T42-02 UHF Final Design Report Template 

• T42-03 UHF & SS Radio Specification Sheet Template 

• T42-04 NextG Design Sheet Template 

• T42-05 NextG Final Design Report Template 

• T42-06 NextG Specification Sheet Template 

Guidelines: 

• SCADA Approved Equipment List 

 

The following documents also provide some important information and definitions 

• Criteria for Drinking Water Supply 

• Water Corporation Engineering Design Documentation  

• Engineering Design Manual. Managed by Engineering BU and available from the Engineering 
web site. 
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• Digital Engineering Manual 

1.4 Definitions 
For the purposes of this standard, the following definitions shall apply: 

Corporation Water Corporation (of Western Australia) 

Information Technology 
Services 

The business unit providing Corporate network services 

DNP3 An open communications protocol administered by the DNP 
User Group. 

Engineering The Engineering Business Unit, formerly called 
Infrastructure Design Branch (IDB) 

Nexus The Water Corporation Document Management System 

HMI Human Machine Interface. Used to describe the SCADA (or 
remote) operator interface 

IED Intelligent Electronic Device. A device that is capable of 
communicating with other devices via some communications 
protocol. This includes devices such as PLCs, RTUs, 
intelligent sensors, etc. 

Local Controller Describes any device used to control assets.  This includes 
devices such as PLCs, RTUs and other controllers. 

LTM Logical Technical Model. A document defining the logical 
design of the IT component of a project. The LTM document 
is produced by Information Technology Services. 

Operational Technology Operational Technology Business Unit.  

OIP Operator Interface Panel.  Used to provide an on-site plant 
interface for an operator located at site.  For the purpose of 
this standard it does not include touch panel type operator 
screens. 

PTM Physical Technical Model. A document defining the physical 
design of the IT component of a project. The PTM document 
is produced by Information Technology Services. 

UWSS Utility Wide SCADA System. The Schneider ClearSCADA 
master station application that facilitates monitoring and 
controlling Water Corporation’s assets 

Refer to the Water Corporation’s Engineering Design Manual for common definitions for design works 
in the Water Corporation. 
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1.5 Abbreviations 
DMS Document Management System 

FCD Functional Control Description 

HAZOP Hazard and Operability Study 

HMI Human Machine Interface 

I/O Input/ Output 

IED Intelligent Electronic Device 

OIP Operator Interface Panel  

OT Operational Technology  

LAN Local Area Network 

PCS Plant Control System 

PLC Programmable Logic Controller 

PSP Project Specific Preliminaries 

RTU Remote Terminal Unit 

SCADA Supervisory Control And Data Acquisition 

UWSS Utility Wide SCADA System 

WORM Wastewater Overflow Risk Management 

1.6 Mandatory Requirements 
In general the requirements in this design standard are mandatory. If there are special circumstances 
which would justify deviation from the requirements of this standard, the matter shall be referred to the 
Principal SCADA Engineer for consideration. No deviation from the requirements of this standard shall 
be made without the written approval of the Principal SCADA Engineer. 

2 Standard Designs 
Standard Designs comprise guidelines and documentation to assist in the design and implementation of 
Operational Technology systems for many of Water Corporation’s asset types. Documentation included 
for each Standard Design may include: 

• Standard Design document providing reference documentation and guidance on design and 
implementation for the relevant asset type  

• Drawings 

• Functional Control Description 



Design Standard No. DS40 
Design Process for SCADA Works 
 

 
 

 

Uncontrolled if Printed 
Ver 3 Rev 0 

Page 11 of 38 

© Copyright Water Corporation 2011-2021 
 

• I/O List 

• Standard code and ClearSCADA templates 

• Test documents 

Standard Designs are being developed for the following: 

• DS45-01 Bore Standard design 

• DS45-02 Minor Wastewater Pump Station Standard Design 

• DS45-03 Minor Transfer and Booster Pump Station Standard Design 

• DS45-04 Drainage Pump Station Standard Design 

• DS45-05 Surge Vessel Standard Design 

• DS45-06 Treatment Plant Standard Design 

• DS45-07 Chlorinator Standard Design 

• DS45-08 Tank Standard Design 

• DS45-09 Vacuum Pump Station Standard Design 

• DS45-10 Major Pump Station Standard Design 

The designer shall consult with the Design Manager as to the availability of relevant Standard Designs 
for a given project. 

Standard Designs provide guidance for typical configurations of a given asset type; however these may 
need to be modified to accommodate project specific requirements. 
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3 Roles and Responsibilities 
The roles and responsibilities of OT Design Managers and advisors are described below. 

3.1 OT Design Manager 
The OT Design Manager is a Water Corporation employee or representative who is responsible for the 
overall management of the design. The Design Manager provides the technical expertise to the Project 
Manager. 

The roles and responsibilities of the OT Design Manager are: 

a) Preparing and arranging endorsement of Design Briefs for OT projects 

b) Obtaining the asset security category from the asset owner 

c) Identifying the requirement for specialist Technical Advisors from Engineering Business Unit 

d) Assessing design job proposals 

e) Providing advice and support to the Designer and Corporation (e.g. to a Project Manager).  
Advice and support requested may be related to technical or design process issues 

f) Providing Design Job information and decisions at the request of the Designer 

g) Reviewing the Designer’s progress reports and determining any corrective actions if required 

h) Recording in design meeting minutes all significant changes to scope and timeline 

i) Recording and responding to technical queries and Requests for Information (RFIs) relating to 
design 

j) Assessing Design Job variations submitted by the Designer and making recommendations for 
approval or rejection to the Project Manager 

k) Reviewing and recommending approval of Designer’s invoices to the Project Manager 

l) Receiving and arranging review of design outputs, including drawings 

m) Determining the acceptability or not of design outputs including variations to the requirements 
of a Design Brief 

n) Arranging archival of drawings into Nexus (the Corporation DMS) 

o) Ensuring that I/O lists and Functional Control Descriptions associated with the design are 
correctly stored within the Nexus 

p) Ensuring that all programs and configurations are stored in MDT Autosave 

q) Determining the completion status of a Design Job 

r) Liaising with the Project Manager to update schedules 

s) Assessing the Designer’s performance 

t) Completion of the Non Conformance Report (referencing the Investigation and Resolution of 
Engineering Design Deficiencies Work Instruction), where design work quality proves 
unsatisfactory 

u) Attendance at Operability & Constructability/Safety in Design/HAZOP/Design Review 
workshops 

v) Attending Factory Acceptance Testing (FAT) and Site Acceptance Testing (SAT) if required 
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w) Providing design advice during construction and commissioning 

x) Participating in the handover process as part of the project team 

The acceptability of all design job, design review, specialist engineering outputs, and advice shall be 
subject to written acceptance by the Design Manager.   

3.2 OT Technical Advisor 
The OT Technical Advisor is a specialist in SCADA who is engaged to provide technical advice to a 
Design Manager of another discipline, e.g. a Civil Engineer, for projects of which SCADA is a 
component part. The Technical Advisor is responsible for: 

a) Provision of specialist advice and support to the Designer and to others (e.g. Design Manager, 
Project Manager or as may be specified) 

b) Providing input relating to SCADA to the Design Brief 

c) Assessment of Designer quotations for design work elements 

d) Provision of design expertise and analysis as required by the Design Manager 

e) Responding to Requests for Information (RFIs) from the Design Manager 

f) Assessment of the acceptability, or not, of the Design Job design outputs and variations  

g) Review of the Design Job outputs, including drawings and reports 

h) Ensuring that I/O lists and Functional Control Descriptions associated with the design are 
correctly stored within the Nexus 

i) Ensuring that all programs and configurations are stored in MDT Autosave 

j) Attendance at Operability & Constructability/Safety in Design/HAZOP/Design Review 
workshops, where required 

k) Attending Factory Acceptance Testing (FAT) and Site Acceptance Testing (SAT) if required 

l) Confirmation that the specialist design work element of the Design Job has been satisfactorily 
completed. 

4 Design Process 
Except where modified by this standard, the design process with respect to SCADA designs shall be 
carried out in accordance with the process detailed in the Corporation’s Engineering Design Manual. 
The manual is available from the Engineering website or on request from:  

engineering.standardsenquiries@watercorporation.com.au 

SCADA design may be undertaken in a number of ways for each of the prescribed design stages, 
including the following: 

a) By an Engineering Design Panel consultant 

b) By a vendor or PCS/OT Panel member as part of a design and construct contract 

c) By a PCS/OT Panel member as part of the overall project design 

d) Internally by Engineering 

e) Internally by Operational Technology 

mailto:engineering.standardsenquiries@watercorporation.com.au
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The requirements for each stage of the Design Process are outlined in the subsections below. The 
requirements apply irrespective of the project design delivery or contracting strategy undertaken. 

4.1 Design Brief 
The Design Brief is the primary document describing the requirements for design work.  The Design 
Brief is prepared by the Design Manager using the Design Brief Template as a guide. Refer to the 
Engineering Design Manual for guidelines on the preparation of the Design Brief.  

Where the Design Manager is not appointed from Water Corporation’s Operation Technology Business 
Unit, an OT Technical Advisor will be required to have input to the appropriate section(s) of the design 
brief for all projects that have a SCADA component. Separate design briefs are typically required for 
each of the design stages. 

4.2 Concept Design Stage 
The Concept Design stage is not mandatory and is only required where more than one Design Alternative 
is to be evaluated. The Concept Design Report details the alternatives considered along with 
recommendations for and against each alternative. Typically for projects where SCADA in not the main 
component, the SCADA design options will be determined by the process engineering Design 
Alternatives being evaluated.   

4.2.1 Design Inputs 
The following design inputs are required prior to the SCADA Designer commencing work on the 
Concept Design. The Design Manager or OT Technical Advisor should facilitate providing the inputs 
to the Designer, where applicable: 

a) Concept Design Brief 

b) Any existing Functional Control Description for the site 

c) Any existing SCADA Operating Manual for the site 

d) Any existing I/O Schedule for the site 

e) Any relevant planning advice, e.g. Statement of Operating Intent 

f) Communications requirements for the site, where they have been identified. These should 
ideally include single/dual comms requirements and preferred technologies and be based on the 
assessed site criticality and outcome of any Telstra feasibility assessment (where applicable). 

4.2.2 Design Outputs 
a) Define power and earthing requirements 

The approximate power consumption, backup power and earthing requirements of major 
SCADA equipment shall be provided to the Electrical Power Designer who will include 
these details in the electrical design. Earthing requirements for instrumentation and 
communications can be found in DS40-09 Field Instrumentation and DS42-03 SCADA 
Radio Equipment and Installation. 

b) Radio and cellular design 

Undertake a desktop study for each radio and cellular link, as described in DS42-02 (radio) 
and DS42-05 (cellular). Site signal level measurement is not required at the Concept Design 
stage. Cellular desktop studies are not required for Perth Metro Region or densely populated 
urban areas during Concept Design. 
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c) Satellite design 

Undertake a desktop study for each satellite link, as described in DS42-01 VSAT 
Installation. 

d) Functional Control Description 

A separate Functional Control Description document is typically not required at Concept 
Design Stage. The preliminary functional control requirements can be detailed as a section 
in the Concept Design Report. 

e) P&IDs 

Provide SCADA input into the P&IDs to Concept Design level, as applicable and in 
accordance with the requirements of DS81 Process Engineering. 

f) SCADA Block Diagram 

Update or create the SCADA Block Diagram. Any elements of the SCADA Block Diagram 
that cannot be populated during this stage (e.g. radio frequencies, DNP3 addresses) should 
be marked as “TBA”. 

g) Control System Architecture Block Diagrams 

Provide Control System Architecture Block Diagrams (for applicable sites). At Concept 
Design stage the drawings should reside in Bundle 55 (using the existing Control System 
Architecture Block Diagram as a baseline where applicable). The material schedule is not 
required at Concept Design stage. 

h) Concept Design Report 

The Concept Design Report requirements are described in the Corporation’s Engineering 
Design Manual and the Concept Design Report template 

With respect to SCADA works, the Concept Design Report shall also include as an appendix 
copies of satellite, cellular and/or radio Desktop Study Reports as appropriate. 

4.3 Engineering Design Stage 
The intent of the Engineering Design stage is to develop the recommended design option and provide 
sufficient engineering design to enable a robust +20 / -5% cost estimate to be developed.  

An Engineering Summary Report (ESR) must be produced as part of Engineering Design. The intent of 
the Engineering Design Stage is to remove all uncertainty regarding the Design Alternative so that 
detailed design can proceed.  

4.3.1 Design Inputs 
The following design inputs are required prior to the SCADA Designer commencing work on the 
Engineering Design. The Design Manager or OT Technical Advisor should facilitate providing the 
inputs to the Designer, where applicable: 

a) Engineering Design Brief 

b) Concept Design stage deliverables (where applicable) 

c) Any existing Functional Control Description for the site 

d) Any existing SCADA Operating Manual for the site 

e) Any existing I/O Schedule for the site 
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f) Any relevant planning advice, e.g. Statement of Operating Intent 

g) Communications requirements for the site, where they have been identified. These should 
ideally include single/dual comms requirements and preferred technologies and be based on the 
assessed site criticality and outcome of any Telstra feasibility assessment (where applicable). 

4.3.2 Design Outputs 
The Design Outputs below assume that a separate Concept Design has not been undertaken and that the 
project proceeds directly to Engineering Design. If a Concept Design has been completed for the project 
then some of the design outputs may have already been progressed prior to Engineering Design. 

a) Define power and earthing requirements 

Power consumption, backup power and earthing requirements of major SCADA equipment 
shall be provided to the Electrical Power Designer who will include these details in the electrical 
design. Earthing requirements for instrumentation and communications can be found in DS40-
09 Field Instrumentation and DS42-03 SCADA Radio Equipment and Installation. 

b) Radio and cellular design 

Undertake desktop and site surveys for each radio and cellular link, as described in DS42-02 
(radio) and DS42-05 (cellular). Site signal level measurement shall be typically be undertaken 
if the desktop results are marginal with respect to the minimum design requirements of DS42-
02 and DS42-05, subject to confirmation with the Design Manager/OT Technical Advisor. Site 
surveys shall be undertaken in accordance with WI42-01 (radio) and WI42-02 (cellular).  

c) Satellite design 

Undertake a desktop study for each satellite link, as described in DS42-01 VSAT Installation. 

d) Radio Licences 

New radio licences are required for each new point-to-point or point-to-multipoint link. A new 
radio licence is not required if a radio will be connected directly to an existing repeater. 

Radio license application templates are included in the T42-01 UHF & SS Design Sheet 
Template. The completed radio licence application shall be submitted as part of the radio design 
where new radio licenses are required. Refer to WI 42-01 UHF and Spread Spectrum Radio 
Signal Level Measurements and Final Design Reports for further details. 

e) Functional Control Description 

Provide a Functional Control Description in accordance with the FCD template T40-02, to 
Engineering Design level. 

f) Equipment Schedule 

Populate the Electrical and Instrument lists as part of the Equipment Schedule, to Engineering 
Design level. Only the fields marked “Engineering Design” in the Equipment Schedule template 
need to be populated in this design phase. Instrument details shall be listed in the Instrument 
list. SCADA equipment which will have a FL assigned (PLCs, RTUs, Network equipment) shall 
be listed in the Electrical list. Refer to the Engineering Design Manual for further details on the 
Equipment Schedules.  

g) I/O List 

An I/O list shall be created or updated for each Local Controller to Engineering Design level, 
in accordance with DS40-04 I/O Lists. The format of the I/O list shall conform to the standard 
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I/O list template (refer to DS40-04 for the specific location of the template). For existing sites, 
the current I/O List for the site shall be obtained from Nexus at the commencement of the project 
and revised as described in DS40-04. 

h) LTM/PTM Request 

An assessment shall be made by the designer to determine if there is likely to be additions or of 
modifications to the site IP network, including changes to networking hardware or IP 
addressing. If any additions or modifications are required then the designer shall complete and 
submit the F41-01 LTM/PTM Request/Requirements Form as part of the design.  

The required cost codes for the LTM/PTM Request form may be obtained from the Project 
Manager and will be used for costs associated with producing the LTM/PTM design,  
procurement/configuration of required networking hardware, and for the ongoing network 
connection costs (e.g. monthly cellular or NBN charges from Telstra).  

Subsequently, the OT Technical Advisor (or the Contractor under the direction of the OT 
Technical Advisor) shall co-ordinate the LTM/PTM design and/or networking hardware 
configuration/supply with Information Technology Services, utilising the relevant requests in 
the OT Self Service Portal. The details provided on the F41-01 form are a key input to these 
requests. 

i) Wastewater Pump Stations 

For new Wastewater Pump Stations (or where the project scope involves significant control 
system upgrades, such as migration to WORM) the form F40-01 SCADA Requirements for 
Wastewater Pump Stations Up to 150kW shall be completed. The form provides the required 
information for the configuration of the UWSS mimics and RTU programming. 

j) P&IDs 

Provide SCADA input into the P&IDs to Engineering Design level, as applicable and in 
accordance with the requirements of DS81 Process Engineering. 

k) SCADA Block Diagram 

Update or create the SCADA Block Diagram. Any elements of the SCADA Block Diagram that 
cannot be populated during this phase (e.g. radio frequencies) should be marked as “TBA”. 

l) Communications Details Drawings 

Update or create Communications Details Drawing(s) for each cellular and radio link. 

m) Communications Location Drawings 

For new sites, update the relevant Communications Location Detail and Communications 
Location Plan drawings with the relevant site details. 

n) Control System Architecture Block Diagrams 

Provide Control System Architecture Block Diagrams (for applicable sites). At Engineering 
Design stage the drawings should reside in Bundle 50 (using the existing Control System 
Architecture Block Diagram as a baseline where applicable). 

o) Control Interconnection Block Diagrams 

Provide Control Interconnection Block Diagrams (for applicable sites). 

p) Single Line Diagram 



Design Standard No. DS40 
Design Process for SCADA Works 
 

 
 

 

Uncontrolled if Printed 
Ver 3 Rev 0 

Page 18 of 38 

© Copyright Water Corporation 2011-2021 
 

Provide Single Line Diagrams for all control, communications and telemetry cubicles 

q) Profinet/Profibus Design 

The design of any Profinet or Profibus network and instrumentation shall be as per the DS43-
04 Profinet, Profibus DP and PA Network Design and Installation Standard. This design must 
be conducted or verified by a certified Profibus Design Engineer. 

Preliminary Profibus Topology drawings shall be provided in accordance with DS43-04. 
Distances, node addresses and design calculations are not required to be included at Engineering 
Design phase. 

r) Provide input to electrical site layout drawings 

The SCADA Designer shall detail the control and communications equipment, instrumentation 
(where appropriate) and associated control/communications conduits on the electrical site 
layout drawings. Refer to DS24 Electrical Drafting for further guidance on development of 
electrical site layouts. 

s) Tender Documentation 

Produce required tender documentation as part of the Engineering Design stage, where the 
project is to be delivered by D&C contract. 

t) Engineering Design Report 

The Engineering Design Report requirements are described in the Corporation’s Engineering 
Design Manual and the Engineering Design Report template 

With respect to SCADA works, the Engineering Design Report shall also include the following 
outputs as appendices: 

(i) Copies of satellite, cellular and/or radio Desktop Study and Site Survey Reports 

(ii) Copies of radio licence applications 

(iii) Completed F41-01 LTM/PTM Request Form 

(iv) Complete F40-01 SCADA Requirements for New Additional Sewage Pump Stations 

(v) Functional Control Description in Word format 

(vi) I/O List in Excel format 

 

4.4 Detailed Design Stage 
The intent of the Detailed Design stage is to develop the design sufficiently such that the works can be 
constructed and commissioned to meet the specified engineering and operational requirements.  

4.4.1 Design Inputs 
The following design inputs are required prior to the SCADA Designer commencing work on the 
Detailed Design. The Design Manager or OT Technical Advisor should facilitate providing the inputs 
to the Designer, where applicable: 

a) Detailed Design Brief 

b) Engineering Design phase deliverables (where applicable) 

c) Any existing Functional Control Description for the site 
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d) Any existing SCADA Operating Manual for the site 

e) Any existing I/O Schedule for the site 

f) Any relevant planning advice, e.g. Statement of Operating Intent 

4.4.2 Design Outputs 
The Detail Design shall also include the following outputs (where applicable): 

a) Functional Control Description 

Provide a Functional Control Description in accordance with the FCD template T40-02, to 
Detailed Design level. 

b) Equipment Schedule 

Populate the Electrical and Instrument lists as part of the Equipment Schedule to Detailed 
Design level. See Section 4.3.2 item f) for required fields and document references. 

c) I/O List 

An I/O list shall be created or updated for each Local Controller to Detailed Design level, in 
accordance with DS40-04 I/O Lists. The format of the I/O list shall conform to the standard I/O 
list template (refer to DS40-04 for the specific location of the template). For existing sites, the 
current I/O List for the site shall be obtained from Nexus at the commencement of the project 
and revised as described in DS40-04. 

d) Assign DNP3 Addresses for all DNP3 devices 

New DNP3 addresses can be requested via the OT Technical Advisor, or directly via the OT 
Self Service Portal by completing the Request for DNP3 Address Allocation request form. 

e) P&IDs 

Provide SCADA input into the P&IDs to Detailed Design level, as applicable and in accordance 
with the requirements of DS81 Process Engineering. 

f) SCADA Block Diagram 

Update the SCADA Block Diagram if required, including any elements that were incomplete 
from the previous design stage. 

g) Control System Architecture Block Diagrams 

Update the Control System Architecture Block Diagrams, where applicable. 

h) Control Interconnection Block Diagrams 

Update the Control Interconnection Block Diagrams, where applicable. 

i) Profinet/Profibus Design 

The design of any Profinet or Profibus network and instrumentation shall be as per the DS43-
04 Profinet, Profibus DP and PA Network Design and Installation Standard. This design must 
be conducted or verified by a certified Profibus Design Engineer. 

The Profibus Topology drawings shall be updated in accordance with DS43-04 inclusive of 
distances, node addresses and design calculations. 

j) Logic Diagrams 
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Logic Diagrams are no longer required to be produced for new sites. However, for brownfield 
projects where there are existing logic diagrams, the following guidelines should be followed: 

(i) Where practical, the content of any logic diagrams should be superseded by the site 
Functional Control Description, and the respective logic diagrams should be cancelled 
referencing the Functional Control Description  

(ii) For minor logic changes (e.g. addition of instruments or replication of existing logic 
blocks with minimal changes), the logic diagrams may be directly modified to reflect 
the changes 

(iii) Where process areas covered by existing logic diagrams are not impacted by the project 
works, or with only minor changes as noted above, reference to existing logic diagrams 
may be made in the Functional Control Description in lieu of detailed logic descriptions 

(iv) The designer shall seek clarification from the Design Manager/OT Technical Advisor 
in relation to the use or modification of existing logic diagrams 

k) Instrument Loop Diagrams 

Instrument loop diagrams shall be produced for each instrument in accordance with DS40-09 
Field Instrumentation. 

l) Instrument Data Sheets 

Instrument data sheets shall be provided for each instrument in accordance with DS40-09 Field 
Instrumentation and utilising the instrument data sheet templates in T40-03 Data Sheets, where 
available. 

m) Cable Schedule 

Cable schedules are only required for major/complex installations (typically treatment plants), 
where there are a substantial number of cables to be installed under the scope of the project. 
During Detailed Design the cable schedule should be developed and issued in Excel for use by 
the contractor. Cable schedule drawings shall generally be produced as-constructed at the 
completion of construction. However, for brownfield upgrade projects where there are existing 
cable schedule drawings, the drawings shall typically be modified directly during detailed 
design. 

Refer to DS24 Electrical Drafting for guidance on producing cable schedules including cable 
numbering requirements. 

n) Cable Termination Diagrams 

Cable termination diagrams are only required for major/complex installations (typically 
treatment plants), where positive identification of interconnecting cable or wiring terminations 
cannot be readily obtained from the remaining design drawings. 

Refer to DS24 Electrical Drafting for guidance on producing cable termination diagrams. 

o) Fibre Optic Termination Diagrams 

Fibre optic termination diagrams may be required for major/complex installations with 
extensive fibre optic networks (typically treatment plants), to provide clarity for fibre optic cable 
terminations and interconnections, where these cannot be readily obtained from the remaining 
design drawings. the following guidelines apply to provision of fibre optic termination 
diagrams: 
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(i) Each physical building and cubicle shall be enclosed by a border clearly indicating the 
contained equipment 

(ii) Each fibre optic cable shall be indicated including cable number 

(iii) Each FOBOT and corresponding patch connections (including connected devices) shall 
be indicated, including any spare terminations 

(iv) Each fibre optic cable type shall be indicated by a separate line type and 
correspondingly defined in the drawing legend 

p) Cubicle Suppliers’ Drawings 

For new control, telemetry and communications cubicles the cubicle workshop drawings are the 
responsibility of the cubicle supplier. However, for brownfield projects any modifications to 
existing cubicle drawings are the responsibility of the designer. Cubicle drawings typically 
consist of the following: 

(i) Cubicle Layouts 

(ii) Material Schedules 

(iii) Label Schedules 

(iv) Power Diagrams 

(v) Control Diagrams 

Any modifications to existing cubicles shall be documented on the cubicle drawings as part of 
the design. Refer to DS20 Design Process for Electrical Works for guidance on modifying 
existing cubicles (particularly where control equipment may be integrated into existing site 
switchboards). Refer to DS24 Electrical Drafting for guidelines on updating these drawings. 

q) Instrument Cubicle Drawings 

Instrument cubicle drawings shall be produced for any instrument cubicles in accordance with 
DS40-09 Field Instrumentation. 

r) Detailed Design Report 

The Detailed Design Report requirements are described in the Corporation’s Engineering 
Design Manual and the Detailed Design Report template. 

With respect to SCADA works, the Detailed Design Report shall also include the following 
outputs as appendices: 

(i) Functional Control Description in Word format 

(ii) I/O List in Excel format 

(iii) Cable schedule in Excel format 

(iv) Copies of instrument datasheets 

5 Deliverables 
This section provides additional guidance on the creation of specific design deliverables. 
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5.1 SCADA Drawings 
5.1.1 General 

All SCADA assets that include connection to the SCADA WAN shall be included in the set of SCADA 
drawings for the relevant region. The SCADA drawings comprise:  

a) SCADA Block Diagram 

b) Communications Details 

c) Communication Location Details 

d) Communications Location Plan 

The planset numbering and naming convention for SCADA drawings are described in DS80 WCX CAD 
Standard Water Corporation eXternal Manual. 

For new sites, the proposed SCADA drawing numbers to be used shall be agreed with the Design 
Manager / OT Technical Advisor. As SCADA drawings are often applicable to multiple sites, they may 
be reserved by The Designer for a maximum of 4 weeks only. Check-out authority for all SCADA 
plansets resides with the Principal SCADA Engineer.  

The Designer shall submit SCADA drawing number requests to the project Design Manager/OT 
Technical Advisor, who shall nominate drawing numbers for approval by the Principal SCADA 
Engineer. The drawings will be allocated to the Designer following approval. 

5.1.2 SCADA Block Diagram 
SCADA Block Diagrams represent the controllers and communications/connection details for a 
particular area or scheme.  

An example illustrating the general requirements of SCADA Block Diagrams is depicted in drawing 
NE94-002-001. The drawings shall include the following: 

a) If more than one physical site is depicted on the SCADA block diagram, the site shall be 
enclosed by a border clearly indicating which equipment is located at each site. 

b) If the site has more than one IED then the associated asset description must also be included. 
E.g. “Pump Station PLC”, “Chlorination PLC”. 

c) Each individual device shall be represented including modems/routers, Ethernet switches, 
media converters, radios, PLCs, RTUs, antennas, etc. 

d) Each individual device shall be labelled with the device type (e.g. RTU) and the model number 
(e.g. SCADAPack 575) 

e) Each connection between devices shall be labelled with the connection port(s) of each device 
and the communication protocol (refer to NE94-002-001 for examples of port and protocol 
designations). 

f) Each radio shall include transmit and receive frequency. 

g) Each antenna shall include the antenna type, height, feeder cable type and bearing (where 
applicable). Bearing details are only required for directional antenna types. 

SCADA Block Diagrams are typically revised throughout the project life cycle. To allow users to 
correctly identify proposed design changes without impacting current as-constructed site information, 
the following guidelines apply to updating SCADA Block Diagrams: 
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a) All new works shall be clouded, with a legend identifying the corresponding project (e.g. “C-
XXXXXX PROPOSED WORKS”) during the design phase 

b) All existing equipment proposed to be decommissioned shall be cross-hatched, with a legend 
identifying the corresponding project (e.g. “C-XXXXXX PROPOSED DECOMMISSIONING 
WORKS”) 

c) The as-constructed revision of the SCADA Block Diagram will show the final state of the site, 
with all clouds removed  

For sites with complex control architectures where a Control System Architecture Block Diagram is 
required, only top level (i.e. main PLC, RTU and communications equipment) equipment details are 
required to be shown on the SCADA Block Diagram. Where this is the case a note referencing the 
Control System Architecture Block Diagram drawing(s) should be included.  

5.1.3 Communication Detail Drawing 
The Communication Detail Drawing is used to document the radio and/or cellular communication paths 
that are depicted in the associated SCADA Block Diagram. Cellular communications shall be on a 
separate drawing from the radio communications. Table entries shall be completed for each radio or 
cellular communications link. 

Examples illustrating the general requirements of the Communications Detail Drawings are depicted on 
drawings NE94-003-003 (cellular) NE94-003-004 (radio).  

5.1.4 Communications Location Drawings 
The Communications Location Drawings are used to document the site details and location of all 
telemetry-enabled sites. The Communications Location Drawings are specific to a given geographic 
area and comprise two parts: 

a) Communications Location Details – A tabular drawing that provides site details including 
Functional Location, drawing planset number and geographic co-ordinates for the site. An 
example Communications Location Details drawing is depicted on NE94-003-002. 

b) Communications Location Plan – A regional map depicting the location of each site on the 
corresponding Communications Location Details drawing, identified by the corresponding site 
number. An example Communications Location Details drawing is depicted on NE94-003-001. 

Table entries shall be completed for each new site on the appropriate Communications Location Details 
drawing and the site location indicated on the corresponding Communications Location Plan. 

5.2 Control System Architecture Block Diagram 
Control System Architecture Block Diagrams document the local communications links and 
interconnected devices for a given site. A Control System Architecture Block Diagram is only required 
for sites (typically major pump stations or treatment plants) where the control system architecture cannot 
be easily depicted on a SCADA Block Diagram, such as where the site has:  

a) Multiple distributed controllers or remote I/O 

b) A large numbers of interconnected intelligent devices 

For simple sites, a Control System Architecture Block Diagram is not required and the corresponding 
details are documented on the SCADA Block Diagram.  

An example illustrating the general requirements of Control System Architecture Block Diagram is 
depicted in drawing NE94-004-001. The drawings shall include the following: 
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a) Each physical building and cubicle shall be enclosed by a border clearly indicating the contained 
equipment 

b) Each individual intelligent device, communication interface module and I/O module type 
(where applicable) shall be represented for all workstations/servers, controllers, intelligent 
devices and interconnecting hardware 

c) All communication links (both IP and serial connections) shall be indicated 

d) Each connection between devices shall be labelled with the connection port(s) of each device 

e) Each type of physical connection (Ethernet twisted-pair, fibre-optic, RS485, etc.) between 
devices shall be indicated by a separate line type and correspondingly defined in the drawing 
legend 

f) Each connection between devices will indicate the communication protocol used 

The Control Architecture Block Diagram shall reference the corresponding SCADA Block Diagram for 
the site. Only the local PCS LAN connections need be shown (SCADA WAN connections are indicated 
in detail on the SCADA Block Diagram). 

5.3 Single Line Diagrams 
Single Line Power Diagrams shall be provided during the Engineering Design phase for any control, 
communication or telemetry cubicles. These drawings shall be located in Bundle 50 of the project 
planset and shall include: 

a) All LV and ELV circuits (for cubicles with larger I/O counts, I/O card and instrument circuits 
may be aggregated by card or instrument type) 

b) size, type and rating of all the electrical equipment shown  

c) Material schedule with descriptions and specifications for all major equipment items (reference 
can be made to the Control System Architecture Diagrams for equipment specifications to avoid 
duplication, where applicable) 

d) For small sites, the material schedule should reference the individual loop diagrams for 
instrumentation 

Refer to NE94-050-001 for an example Control Cubicle Single Line Power Diagram. 

5.4 Control Interconnection Block Diagram 
Control Interconnection Block Diagrams shall indicate the signal flow (both control and indication) 
between the various items of equipment and instrumentation for the site. Control Interconnection Block 
Diagrams are typically required for all sites with the exception of large treatment plant sites, where 
comparable information is provided on other deliverables.  

An example illustrating the general requirements of Control Interconnection Block Diagrams is depicted 
in drawing NE94-050-002. The drawings shall include all items of equipment and instrumentation that 
exchange control or indication signals with the PCS, including the following: 

a) PLCs and RTUs 

b) IEDs, electronic soft starters and variable speed controllers 

c) valves or other transducers 

d) OIPs or other indicators 
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e) instrumentation 

These diagrams shall show, for each interconnection, a numbered cross-reference which corresponds to 
the relevant signals in the I/O list.  

Each physical building and cubicle shall be enclosed by a border clearly indicating the contained 
equipment. 

Consistent with the intent of these drawings to show signal flow between devices and the PCS, for more 
complex sites the PCS architecture presentation may be simplified where necessary e.g. by removing 
networking equipment or remote I/O where this detail is already provided on the System Architecture 
or SCADA Block Diagrams. In this case a corresponding note shall be included on the drawing with 
reference made to the appropriate architecture drawing(s).   

As an output from the Detail Design phase, the Control Interconnection Block Diagrams shall be updated 
to show any minor changes found to be necessary.  

5.5 Functional Control Description 
The Functional Control Description is a key document that details the functional control requirements 
for the project assets. It is intended to provide sufficient information, in conjunction with other design 
deliverables to allow for configuration, programming, testing and commissioning of the control and 
communication systems. 

Typically the Functional Control Description shall be in accordance with the T40-02 Functional and 
Control Description Template.  

There may be instances where brownfield sites have no existing Functional Control Description, or the 
FCD is in a format that does not conform to the current T40-02 template. In these instances the Design 
Brief should indicate the required approach to developing the FCD – however clarification should be 
sought from the Design Manager on the required FCD format and scope where necessary. 

For sites with no existing FCD, the existing site functionality is typically not required to be documented 
(except to the extent required to adequately document and deliver the project works). Any such 
exclusions should be documented in the Exclusions section of the FCD. 

To assist with maintaining FCDs over the life of the assets, any existing FCD updates by the Designer 
should utilise Track Changes to clearly indicate the changes made within the current project scope.  

The T40-02 template provides highlights to indicate which sections are required to be populated during 
each design phase, as follows: 

a) Engineering Design – Sections in Yellow are to be completed. 

b) Detailed Design – All Sections (Yellow and Blue) are to be completed. Previously completed 
sections shall also be reviewed and updated as part of Detailed Design. 

5.6 Tender Documentation 
The general requirements for tender documentation are detailed in the Engineering Design Manual. The 
following should be noted in relation to the preparation of bid ready documents: 

a) The IC – Instrumentation and Control specification should generally be included as a 
specification section in the Project Specific Preliminaries, where the project has a SCADA 
component. The IC specification is currently a draft specification and should be included in the 
Project Specific (rather than Standard) section of the PSP. 
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b) Tender documentation for the supply of equipment and for installation services shall (where 
applicable) make use of the type specifications in DS26 and in accordance with the type 
specifications Instructions for Use documented in DS26.1.  The Designer shall ensure that all 
annexures in the required type specifications are completed and submitted.  Any annexure items 
which are not relevant to a particular project shall be marked “not applicable”. 

Separate D&C specification templates for power, control, instrumentation and SCADA disciplines are 
available for minor electrical works (DS26-46) and small switchboard replacement (DS26-47). Refer to 
DS20 Design Process for Electrical Works for further details. 
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Appendix A Applicable Type Specifications 
The following table provides guidance on type specifications that may be applicable for certain site types. 
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DS40-09 Instrumentation Standard           

DS26-07 
Type Specification for Major 
Electrical Installations           

DS26-09 
Type Specification for Low Voltage 
Switchboards - General Requirements 

      

DS26-12 
Type Specification for Pump Control 
Cubicles 

           

DS26-26 
Type Specification for Area Control 
Cubicles 

          

DS26-36 
Type Specification for Minor Low 
Voltage Switchboards <= 100 Amps            

DS26-44 Type Specification for Minor 
Electrical Installations 
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Appendix B Design Considerations 
The following design considerations have been deemed to be outside the scope of DS40 and will be addressed in 
future revisions of other design standards. 

In the interim the following sections of DS40 have been retained in this Appendix for information and guidance 
relating to general and specific SCADA design standards.  

B1.1 General Design Considerations 
B1.1.1 Design Objectives 

For assets which require real time operational monitoring and/or control, preference is to have OT 
equipment that caters for remote monitor and/or control by Operations Centre, even when there are 
distributed, on-site servers. Data that is required to be stored for a long term, or that is required as an 
input into business applications, shall be sent to the Data Historian. Currently this is the OSISoft PI 
system. 

The system comprising the hardware and software at the Operations Centre, and PI Data Historian is 
referred to as the Utility Wide SCADA System (UWSS). 

B1.1.2 Standard Model Arrangements  
The design requirement of SCADA works is dependent on the equipment and component arrangements 
required at a site. The SCADA Infrastructure Plan identifies some standard arrangements for various 
sized systems. The SCADA Infrastructure Plan is in the process of being updated and may not be 
synchronized with this document. The model that shall be applied to each site falls under one of the 
following categories: 

B1.1.3 Small Data Site  
This is a site where the number of data points reported to the SCADA Master is less than about 1000 
points. There may be circumstances that elevate a site’s category despite being less than 1000 points. A 
Small Data Site may connect directly through to the SCADA Master servers at JTWC or the 
communications may be routed through one or more paths to the SCADA Master Servers. A Small Data 
Site may also have direct peer to peer communications (usually via a Cellular or radio network) to 
another Small, Medium or Large Data Site. 

Refer to FK80-009-001 for an example of a SCADA Block Diagram depicting a number of Small Data 
Sites 

B1.1.4 Medium Data Site 
This is a site where the number of data points reported to the SCADA Master is greater than about 1000 
points but less than 5000 points. A Medium Data Site shall have a direct connection to the SCADA 
Master Servers at JTWC. There may be circumstances where a site’s category is not considered Medium 
despite being in the 1000-5000 point range. A medium site may have an on-site server which is 
replicated at JTWC. 

B1.1.5 Large Data Site 
This is a site where the number of data points reported to the SCADA Master is greater than about 5000 
points. As before, there may be circumstances where a site’s category is not considered Large despite 
having more than 5000 points. If, for operational reasons or communication limitations, the site requires 
an on-site server, a Large data Site shall have dual redundant SCADA Master Servers located on site 



Design Standard No. DS40 
Design Process for SCADA Works 
 

 
 

 

Uncontrolled if Printed 
Ver 3 Rev 0 

Page 29 of 38 

© Copyright Water Corporation 2011-2021 
 

with a Corporate WAN connection to Leederville. A Permanent Standby Database shall be located in 
Leederville for data connection to the Data Historian and for remote monitoring/control. 

Refer to FK80-009-004 for an example of a SCADA Block Diagram depicting a Large Data Site 

B1.1.6 Critical Site 
Critical sites are defined in section B1.2.4. 

B1.2 Common Requirements 
The following requirements are common throughout all the Standard Models: 

a) A firewall shall exist to separate SCADA and Corporate communications networks. The 
Maintenance Management Section, Operational Technology shall be consulted for the provision 
of the firewall. 

b) All SCADA equipment and instrumentation shall be selected from the Approved Equipment 
List (AEL). This list is available from the Operational Technology web site and is maintained 
by the Strategy and Planning section of the Operational Technology Business Unit. If access to 
the Operational Technology web site is not possible, a copy may be obtained by requesting it 
from the Design Manager. Any deviation from the AEL must be approved by the Principal 
SCADA Engineer. 

c) Information Technology Services shall be engaged to design any connection to the Corporate 
WAN. Engagement of Information Technology Services shall be via the F41-01 LTM PTM 
Request Requirements Form. 

d) Wide area communications, that is communications between physical sites and the UWSS, shall 
be via the DNP3 protocol. 

e) Local control communication, e.g. between RTUs and IEDs such as PLCs, shall use protocols 
supported by the selected equipment. Supported protocols include Profibus, Profinet or Modbus.  

f) For small/medium plants, where feasible, communications between PLCs will use Profibus or 
Profinet. Profibus or Profinet shall be used for large treatment plants. 

g) Any PLC that has an embedded web server shall have it enabled. This will facilitate remote 
access to the PLC for maintenance purposes. 

h) Connection to instruments (in particular flowmeters) shall be via an intelligent interface such as 
Modbus, HART, Profibus, etc. Analog 4-20mA connections shall only be used when an 
intelligent interface is not supported by the instrument or IED that the instrument connects to. 
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B1.3 Specific Design Considerations 

B1.3.1 Communications 
The type of SCADA communications that is applied is dependent on the location and the available 
communications facilities. 

The order of preference for communications infrastructure directly to/from the SCADA Master at JTWC 
is: 

 Primary 
Communications 

Secondary comms 
(where required) 

All assets which require primary 
and secondary comms will follow 
the hierarchy detailed.  

It should be noted that some 
assets may only require primary 
communications, depending on 
the criticality rating. 

1. Cable (NBN, 
Fibre, etc) 

2. Cellular 
3. Satellite 
4. IP Radio 

1. Cellular 
2. Satellite 
3. IP Radio 

All of the above prescribed communications options will be considered when determining the optimal 
solution, which will be based on an engineering assessment. 

In order to select the most appropriate communications solution, an assessment shall be made which 
must consider and satisfy a number of items including, in no particular order: 

• Availability 
• Reliability 
• Scheme/network interoperability 
• Cost 

• Maintainability 
• Remote site interfacing 
• Future proofing 
• Capability 

It should be noted that the application of the most appropriate communications approach will always be 
assessed with consideration of end user requirements and specific on-site matters to inform the 
development and provision of a fit-for-purpose and pragmatic solution. 

Figure 1 provides an overview of the decision process required for SCADA communications selection.  
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Figure 1: Communications Selection Decision Chart 

Determination of a criticality rating for each asset will be developed in consultation with the asset 
owners as part of the design phase and will include consideration of items such as geographical isolation 
and service delivery area. Refer to B1.2.4 below. 

Review the current availability matrix to determine the appropriate KPIs and benchmarks (in terms of 
metrics to be measured and associated targets) to inform the content of a future standard. 

The selection of the most appropriate communications solution will always be assessed with 
consideration of end user requirements and specific site characteristics. 

The order of preference for communications infrastructure within a scheme shall be: 

(i) Cellular Network 

(ii) IP based radio 

(iii) Satellite communications 

The hierarchy of communications media shall be adhered to wherever possible. However, in cases where 
it is not possible to comply, for example where there is no cellular coverage, deviation from the 
requirement is permitted provided the alternative design is approved by the SCADA Design Manager.  

The DS42 suite of SCADA Radio Standards shall be consulted in conjunction with this document. 
Where there is ambiguity between the DS42 standards and this document, the DS42 standards take 
precedence. 

B1.3.2 Backup Communications Paths 
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Backup Communications paths shall be implemented for critical water, wastewater and communications 
sites. The main and backup communications shall have separate communications paths to provide the 
required communication redundancy. 

The backup communications path is only to be used when the primary path has failed. However, periodic 
functional tests of the backup link shall be performed at a minimum of once per day. Ideally the primary 
and backup links shall operate over different media so as to give maximum availability of the 
communications path. For example, if the primary communications path is Corporate WAN via ADSL, 
the backup communications shall not be NBN as it will probably be over the same cable. Cellular 
communications, which is via the cellular network, would be preferred. Care shall be taken to ensure 
that there is no common point of failure for the communications. It is possible, for example, that cellular 
and ADSL have a common point of failure in Telstra’s backbone. In this case satellite will be a better 
option for backup communications. The order of preference for communications infrastructure directly 
to/from the UWSS is as detailed in Section B1.2.1. 

B1.3.3 Radio Repeaters 
Repeaters are required for licensed band radio installations where the required signal received strength 
between sites cannot be achieved in a single hop. The cost of implementing a repeater can be 
considerable, particularly if it is not possible to locate it on Water Corporation property. Consequently 
careful consideration is required when using licensed band radio that requires a repeater. The following 
items shall be considered as a minimum: 

• Is it possible to achieve the required signal strength by some other means? For example 
increased pole heights, higher antenna gain, increased transmit power (within ACMA 
guidelines), etc. 

• Is there a suitable site on existing Water Corporation property? 

• What are the consequences of the repeater for other assets? That is, would it be possible to use 
the repeater for other sites and therefore increase its usefulness.  

• Do any other future projects rely on the existence of this repeater? The repeater may be essential 
for other projects. 

• What are the consequences of using an alternative solution such as cellular or satellite?  

B1.3.4 Critical Assets 
Monitoring requirements for critical assets are defined in the Criteria for Drinking Water Supply 
(CDWS). The critical parameters for these sites shall be read at least every 5 minutes and shall be 
reported every 5 minutes. This implies that there must be backup communications available in the event 
of primary communications failure and that a backup power supply must be provided. 

B1.3.4.1 Water 

A critical control point is the asset providing the primary disinfection point for the water source. 

B1.3.4.2 Wastewater 

Wastewater pump stations are defined as “Critical” for the purposes of SCADA requirements if they 
fall into the category of Highly Sensitive or Sensitive on the basis of their overflow receiving 
environment as defined below: 

• Highly Sensitive = Dry-season pools in intermittent creeks and rivers, wetland and/or high 
potential for health or loss of amenity impact. 
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• Sensitive = Permanent creek, river, wet compensating basin with ecological value and lakes 
and/or intermediate potential for impact on health or amenity. 

For completeness non-critical receiving environments are described below: 

• Moderate Sensitivity = Water Corporation and Council Drains, water protection areas and/or 
low potential for impact on health or amenity 

• Low Sensitivity = Water Corp Comp basins with no ecological value, dry creeks, sumps, 
roadway, ground only and/or low potential for impact on health or amenity. 

B1.3.4.3 Communications 

At present there are no definitions for critical communications sites. However, the communications 
assets that shall be considered critical infrastructure due to the effects of their failure include: 

• Metropolitan Repeater Sites 

• Communications to critical sites. 

B1.3.5 Inter-site Communications for Control 
There is often a requirement for communications between sites in a water or wastewater scheme for 
control purposes. For example, where there are two sites such as a tank and a transfer pump station 
delivering water to the tank. The level of the tank is used to control the operation of the pump in order 
to maintain a required water level. This communication may be over a considerable distance. 

The communications for inter-site control is required to be reliable and continuous for control purposes. 
The communications media that can be used includes: 

• Cellular (refer DS42-05) 

• Radio (refer DS42-02) 

• Optical Fibre (refer DS42-06) 

• Satellite (refer DS42-01) 

Optical Fibre cannot be used if there is no means of installing the fibre cable totally within Water 
Corporation property or easements. However, it can be run along the water/wastewater pipeline 
easement.  

For a radio installation, a radio desktop and/or site survey shall be conducted at the design stage to 
ensure that the propagation path meets Water Corporation standards.  

Backup communications for critical sites may be required. 

B1.3.6 WAN Design 
The design of the primary and backup TCP/IP/Ethernet communications paths for WAN connections is 
always undertaken by Information Technology Services. Engagement of Information Technology 
Services shall be via F41-01 LTM PTM Request Requirements Form.  

B1.3.6.1 Cellular communications 

The use of the cellular network for SCADA communications is popular due to its low installation and 
operating cost, and the reasonably extensive network coverage. However, there are some things that 
should be considered when specifying the Cellular network: 
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a) Data communications cannot be guaranteed during unexpected events, for example storms and 
disasters, natural or otherwise. 

b) Data communications cannot be guaranteed at times of high network utilization. 

c) Any cellular network issues will affect data transmission.  

d) Site surveys are only indicative as the quality of the service can vary significantly without 
affecting the RSSI and RSCP. 

If cellular communications is specified for a site, the communications design must take into account that 
there may be times when communication is not available. This is especially true when there is peer to 
peer control. As in all cases, logic shall be included to ensure failsafe operation in the event of 
communications failure. 

The use of cellular, which also utilizes TCP/IP connections to the corporate WAN, requires the 
completion of an F41-01 LTM PTM Request Requirements Form. 

B1.3.6.2 Satellite communications 

The use of satellite communications shall only be considered for locations where other forms of 
communications is not possible. Use of satellite communications shall be confirmed with the SCADA 
Design Manager 

Design standard DS42-01 describes how satellite communications shall be designed and installed. 
Contact the Principal SCADA Engineer for more information. 

B1.3.6.3 National Broadband Network (NBN) 

The NBN is being rolled out to many sites and it is hoped that it will provide a reliable, economical 
communications medium for Water Corporation’s SCADA network. The type of NBN modem approved 
for use on Water Corporation assets is described in the Approved Equipment List. Use of NBN shall be 
confirmed with the SCADA Design Manager. 

B1.3.7 Intra-site communications 
B1.3.7.1 Ethernet 

Sites commonly utilise Ethernet communications between instruments, PLCs and RTUs, etc. Cabling 
for the connection of these devices within a building shall use the Systimax cable and cabling system. 
This system affords the best solution for the hazardous Water Corporation environment and meets most 
standards for performance, safety and sustainability. The Systimax cable product number is 1091B SL. 

B1.3.7.2 Optic fibre 

Optic fibre provides a more reliable means of transmitting data in areas where there is high electrical 
activity or radio frequency interference. Single mode optic fibre is the preferred communications 
medium.  

Optic fibre shall be installed in accordance with DS43-06 Fibre Optic Network Design and Installation. 

B1.3.7.3 Spread Spectrum Radio 

The use of spread spectrum radio has been investigated and is the subject of Design Standard DS 42-02 
Radio Network Design and Work Instruction WI 42-01 UHF and SS Measurements. 

In general, it is not recommended to use unlicensed Spread Spectrum Radio over long distances due to 
possible interference by other devices transmitting in the same band. However, the use of spread 

http://aqua/link/Link.aspx?doc=1642373
http://aqua/link/Link.aspx?doc=1642373
http://aqua/link/Link.aspx?doc=3365079
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spectrum radio communications within a site may prove to be beneficial and will be investigated in the 
future. 

B1.3.7.4 Profibus/Profinet 

Profibus and Profinet shall be used as the communications protocol between instruments, actuators and 
PLCs in medium to large treatment plants. The standard for design and installation of Profibus networks 
at Water Corporation sites is DS43-04. 

B1.4 Monitoring and Control 
Typically, SCADA monitoring and control for a site is provided through ViewX clients that have 
connectivity to the remotely hosted UWSS servers. 

However, in some cases, it may be necessary for there to be a locally hosted system in the form of 
SCADA servers or OIPs. 

B1.4.1 Local Servers 
Local SCADA server implementation may either comprise a Local Area Replication Server (LARS) or 
a Local Area Standalone Server (LASS). For high redundancy requirements, there may be a primary 
and secondary LASS installed on site. 

A LARS is typically associated with a simple plant requiring dedicated local, comprehensive monitoring 
and control facility that is independent of SCADA WAN connection. The SCADA database for the site 
in this instance is hosted on the UWSS as well as a local server; thereby the local server features a 
replicated database. Both UWSS and the local server communicate with the ACS via DNP3 through the 
site RTU. 

A LASS (or dual LASS) is typically associated with complex plants with requiring local, high 
availability, comprehensive monitoring and control facility that is independent of SCADA WAN 
connection as well as the site RTU. The local servers feature a dedicated SCADA database that is also 
remotely hosted on permanent standby servers accessible via the SCADA WAN. The local servers 
operate as stand-alone servers that communicate with the ACS via OPC protocols. 

The criteria for application of a LARS or LASS involves operational and business criticality and is 
detailed in DS45-06 – Treatment Plant Design. 

B1.4.2 Operator Interface Panels 
Operator Interface Panels (OIPs) provide for dedicated local monitoring, emergency control and higher 
data frequency/resolution for trends. 

Selection and application of OIPs is dependent on the asset type (pump station, chlorination facility, 
dam, valve, reservoir, bore). The application within each asset type is to be reviewed based on functional 
requirements, user requirements and operational needs to conclude: 

a) for certain asset types/applications, an OIP may not be required as an alternate solution may be 
more cost-effective/beneficial; or  

b) for certain asset types/applications, an OIP may be the best solution; or 

c) for certain asset types, these will be assessed on a case-by-case basis using the selection criteria, 
which will be managed by the SCADA Design Manager. 
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Asset Type OIP application 

WPS Site specific 

WWPS No 

VPS Yes (as per standard design) 

Stand-alone Chlorination Facility Yes (as per standard design) 

Dam Site specific (dependent on complexity) 

Valve Site specific (dependent on complexity) 

Reservoir Site specific (dependent on complexity) 

Bore Site specific (dependent on complexity) 

 

An OIP may be required for decentralised local monitoring and control on a site, in particular for sites 
where there is no control room or switchroom i.e. not suitable for installation of a client workstation, for 
example where there is only an outdoor switchboard/ control cubicle. 

Further considerations for OIP application include: 

• Physical  

o Real estate available/required (specifically important for legacy replacements) 

o Environment – shared room locations 

• Connectivity 

o Communications availability 

o Time differentials from activity – HMI 

• Operability/EOU (Ease of Use) 

o Commissioning activities 

o Operational activities 

o Maintenance activities 

• Software 

o Access/Security management 

o Historian management 

o Configuration activities 

• Client requirements 

o Regional operational requirements 

o OSH requirements, regulatory 

• Other 
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o Infrastructure management/servicing 

o Are requirements/issues simple to resolve by proper engineering of OIP? 

Note: User access (security) and set point manipulation on OIPs will be an essential consideration. 

If an OIP is installed, the subsequent selection is related to its functionality. In general, the OIP’s 
functionality can be primarily for either: 

1) Centralised local monitoring and control of the site – where instruments and equipment are 
decentralized and there is no suitable environment to install a SCADA workstation 

2) Provide a graphical display of equipment and instrumentation status 

Where the function is primarily a graphical display the table below gives guidance to what the OIP 
should include.  

OIP subject OIP Contents 

General Current alarms page as well as the ability to 
access alarm history 

Instrumentation Switch status or analogue value as a minimum 

DOLs Running/ available/ fault status 

VSDs Running/ available/ fault status, frequency 

Valves Open/ close/ position status 

Trends Trends to include relevant data for assessing the 
operation of the process. 

OIPs screens and popups shall have the same look and feel as ClearSCADA overview screens and 
templates/mimics. 

Monitoring, control and configuration points on the OIP shall be equivalent to those on Water 
Corporation’s SCADA HMI except where local only points have been approved by the SCADA Design 
Engineer prior to programming. Local only points where approval may be sought include those 
associated with safety or temporary points that assist with commissioning. Examples of safety points 
which have local only points in the OIP include: 

• For chlorination systems, the alarm acknowledgment for the general audible alarm is only on 
site (via OIP or pushbutton) rather than remotely. This prevents the scenario whereby a person 
visiting the site is unaware of an active alarm e.g. a chlorine leak. 

• Reset of fault conditions where this must be done locally in order to have view of or have quick 
access to the process being reset. An example of this includes major pump station unit faults. 

Temporary setpoints on the OIP that are used to assist with commissioning shall be hard coded into the 
IED and removed from the OIP (including removal of mapping and variable allocation) prior to SAT 
sign off.  
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